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 In the current era of online processing, maximum of the information is online and prone 

to cyber threats. There are a huge number of cyber threats and their behavior is difficult to early 

understanding hence difficult to restrict in the early phases of the cyber attacks. Cyber attacks 

may have some motivation behind it or may be processed unknowingly. The attacks those are 

processed knowingly can be considered as the cyber crime and they have serious impacts over 

the society in the form of economical disrupt, psychological disorder, threat to National defense 

etc. Restriction of cyber crimes is dependent on proper analysis of their behavior and 

understanding of their impacts over various levels of society. Therefore, the current manuscript 

provides the understanding of cyber crimes and their impacts over society with the future trends 

of cyber crimes. 

                                                        

Crime and Criminality have been associated with man since his existence.Crime remain evasive 

to hide itself in the face of development.Each nation has adopted different stratigies to repugn 

with crime depending on their nature.One thing always remain definite that a nation with high 

incidence of crime can not develop ever.This is because crime is direct opposite to the 

development. 

Computer crime  or cybercrime is the crime that indulged with computer and a network.without 

computer it is not possible to do this. 

As more and more people have used the Internet to do their shopping, communicating, banking, 

and bill paying, they have become targets for cyber criminals. There are common-sense steps 

that can prevent or reduce having one's financial information stolen online, as well as to avoid 

other scams and threats, but cyber crime in these areas persists largely due to a lack of consumer 

education. 

 

Some varieties of cyber crime, such as hacktivism, are ostensibly motivated by noble intentions, 

such as protest against perceived abuses by governments and corporations. Often these attacks 
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involve posting comments on official government websites and are not motivated by a desire for 

monetary gain. However, other forms of cyber crime have a much more violent intent. These 

include cyberstalking, cyberbullying, and cyberterrorism. 

Offence that are committed against individuals or groups with a criminal motive to intentionally 

harm the reputation of the victim or cause physical or mental harm,using modern 

telecommunication networks such as internet(email,notice boards and groups) and mobile 

phones(sms/mms). 

High profile issue like hacking,copyright infuingement(is the use of works protected by 

copyright law without permission),child pornography and child grooming.Cyber crime is not just 

related to physical harm but it give mental harm too by disclosing the confidential information of 

someone.Today,where each and every work is done with the help of computer and for this 

purpose each person access  internet whether with the help pof cell phones ,computers or by 

going to cyber cafe.But a coin has two faces.if there is positive point then negative too. 

It cause of damage to the global economy .Most measures show that the problem of cybercrime 

continues to worsen.  

 

                                        

(*)One of the most pervasive form of cyber crime is digital privacy.Digital privacy is defined as 

the illegal act of copying digital goods,software,digital documents,digital audio,vedio for any 

reason without explicit permission from and compensation to the copyright holder. 

(*)Cyber crime includes the promotion and the distribution of pornography .It is also known as 

cyberpornography. 

(*)The anonymity of the internet allows cyber criminals to disguise this posting,responses and 

identities . 

The internet allows cyber crime to be performed more easily and simply while making criminal 

detection,apprehension and prosecution more difficult. 

 

                                         

One of the highest profile banking computer crime occured during a course of three years 

beginning in 1970.the chief teller at the park avenue branch of newyork's union dime saving 

bank embezzled over $1.5million fron hundreds of account .The hacking group called 

MOD(Masters of Deception),allegedly stole passwords. 

We can see many cases through television like savdhaan india,crime petrol,gumraah etc.Many 

cases of cyber crime can be seen there. 

In 1999, an individual acquired unauthorized access to a nation’s National Institute of Health 

(NIH) network. He accessed the network using a backdoor that he created on the system when he 

was an employee of the NIH. He downloaded documents that provided information on medical 

dosage recommendations for patients.A subpoena was obtained for the Internet Protocol (IP) 

address of the computer that accessed the NIH network. A search warrant was obtained for the 

individual’s residence. During the search, 3 computers were identified and seized as 
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evidence.Analysis on the 3 computers identified the files that he had illegally downloaded from 

NIH along with child pornography. At his trial, his lawyers tried to suppress evidence based on 

search warrant procedures. The judge allowed the evidence and this individual was found guilty. 

                                            

Cyberfraud includes behavior that occur with guile and deceit .An example of this behavior is 

identity theft that may lead to identity fraud. 

The federal trade commision sees identity theft as occuring when someone uses your personally 

identifying information  

like your name,card number without your permission to commit fraud or other crime. 

Knowingly transfers or uses ,without lawful authority ,a means of identification of another 

person with the intent to commit or to aid  or abet,any lawful activity  that constitute a violation 

of federal law or that constitute a felony under any applicable state or local law.  

California was the first state to pass a mandatory disclosure law for persons whose information 

has been compromised.Currently,at least 35 states have some form of breach notification 

statue.The threshhold notification may be mandatory upon a security breach. 

These laws are based on three rationals.First,with timely notice,second,reporting provides an 

ability to accurately measures the true number of breaches and thus aids in research on identity 

theft . 

Finally,the social and pecuniary costs associated with notification provides substantial 

motivation to protect consumer information.Notification laws differ from fraud alter protection. 

                                            

 

The internet provides a place for cybercrime communities to exist and flourish.The communities 

may be seen as Subcultures .Subcultures are cohesive culture system that vary in form and 

substance from the dominant culture.   

some subcultures may be based on ethenic groups,delinquent gangs or religious sects.Subculture 

may take place through the internet on the cyber environment. 

The cybercrime communities provides place for the sharing of knowledge to take place on a 

levelplaying field.The cybercrime community provide an opportunity for individuals to be in 

touch with others from different geoghraphical location. 

                                                

 

The criminal justice system response to cybercrime is advent and development in the field of 

digital forensic,which has its roots in data recovery methods.cybertaking may be reduced by 

following these steps: 

Your Password 

It's understandable that you want your passwords to be easy to remember, but that's putting your 

computer and possibly your finances at risk. Passwords should be at least eight characters; 

include a combination of numbers, letters and symbols; and not be words related to you. Instead, 

use a memory device. Use the first letter of each word and include a date. "Ericka was born in 
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Chicago in 1998." This might make your password "EwbiC1998$" (add a symbol of your choice 

at the end). One hacker reported that the way he entered most secured websites was by exploiting 

people's weak passwords. 

 

Keep It Safe 

Don't allow others to access your password protected sites without you being present. After he or 

she does, change your password. Even the most well meaning person can accidentally make you 

the victim of a cyberattack if his or her computer is infected. 

 

Go Low Tech 

If you have a spreadsheet of passwords or other digital files that are highly sensitive, consider 

keeping them on an old computer not connected to the Internet. If you don't have an extra 

computer, encrypt the files using one of the many free file encryption tools. 

 

Two Places 

Another layer of protection could involve keeping the files in two locations. Copy the encrypted 

files to a DVD or flash drive and give it to a trusted family member or friend. If your computer is 

infected by a virus and temporarily unusable, those files are still available to you. 

 

Stay out of Bad Neighborhoods 

We know that some actions put us at greater risk of being victims of a crime. The Internet is the 

same way. Going to hacker sites, viewing adult content or going to sites that you know are scams 

put you at higher risk for a cyberattack than staying with more trusted sites. 

 

Don't Fall for Pop-up 

If an e-mail or pop-up window asks you to enter your username or password, don't do it. Instead, 

open your browser and go to the site directly. If you're still not convinced, call the company. 

Reputable companies will never ask you for your login information through an e-mail. 

 

The Bottom Line 

If you're worried about your bank or credit card company making you susceptible to cyberattack, 

it's more likely that your actions will make you a victim. Concentrate on what you can do to 

protect yourself and your computer. Check your financial accounts regularly to ensure no 

fraudulent activity has taken place.  

 

This manuscript put its eye not only on the understanding of the cyber crimes but also explains 

the impacts over the different levels of the society. This will help to the community to secure all 

the online information critical organizations which are not safe due to such cyber crimes. The 

understanding of the behavior of cyber criminals 
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and impacts of cyber crimes on society will help to find out the sufficient means to overcome the 

situation. The way to overcome these crimes can broadly be classified into three categories: 

Cyber Laws (referred as Cyber laws), Education and Policy making. All the above ways to 

handle cyber crimes either are having very less 

significant work or having nothing in many of the countries. This lack of work requires to 

improve the existing work or to set new paradigms for controlling the cyber attacks. 

 Strategic priorities for cooperation against 

Cybercrime 

 

1. Strategic priority: Cybercrime policies and strategies 

As societies are transformed by information and communication technology, the security of ICT 

has become a policy priority of many governments. This is reflected in adoption of cybersecurity 

strategies by many governments with a primary focus on the protection of critical information 

infrastructure. However, governments also have the positive obligation to protect people and 

their rights against cybercrime and to bring offenders to justice. Governments may therefore 

consider the preparation of specific cybercrime strategies or to enhance cybercrime components 

within cybersecurity strategies or policies. 

Relevant authorities may consider the following actions: 

? Pursue cybercrime policies or strategies with the objective of ensuring an effective criminal 

justice response to offences against and by means of computers as well as to any offence 

involving electronic evidence. Consider as elements of such policies or strategies preventive 

measures, legislation, specialised law enforcement units and prosecution services, interagency 

cooperation, law enforcement and judicial training, public/private cooperation, effective 

international cooperation, financial investigations and the prevention of fraud and money 

laundering, and the protection of children against sexual violence. 

? Ensure that human rights and rule of law requirements are met when taking measures against 

cybercrime. 

? Establish online platforms for public reporting on cybercrime. This should provide a better 

understanding of cybercrime threats and trends and facilitate criminal justice action. Such 

platforms may also be used for public information and threat alerts. 

? Create awareness and promote preventive measures at all levels. 

? Engage in public/private cooperation, including in particular in the cooperation between law 

enforcement authorities and Internet Service Providers. 

? Engage in international cooperation to the widest extent possible. This includes making full use 

of the existing bi- and multilateral and regional agreements, in particular the Budapest 

Convention on Cybercrime. Measures and training to accelerate mutual legal assistance should 

be implemented. Governments (Parties and Observers to the Convention) should actively 

participate in the work of the Cybercrime Convention 

Committee (T-CY) and should engage in cooperation with the European Cybercrime Centre 

(EC3) and other initiatives of the European Union. 
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? Evaluate on a regular basis the effectiveness of the criminal justice response to cybercrime and 

maintain statistics. Such analyses would help determine and improve the performance of 

criminal justice action and allocate resources in an efficient 

manner. 

 

Declaration on strategic priorities for cybercrime 

 

2. Strategic priority: A complete and effective legal basis for criminal 

justice action 

Adequate legislation is the basis for criminal justice measures on cybercrime and the use of 

electronic evidence in criminal proceedings. States participating in the CyberCrime@EAP 

project have made much progress in bringing their legislation in line with the Budapest 

Convention as well as related Council of Europe and European Union standards on data 

protection, on the protection of children against sexual violence or on crime proceeds and money 

laundering.1 However, further strengthening is required and often legislation has yet to stand the 

test of practice. This is particularly true for specific procedural law powers. 

The adoption of complete and effective legislation that meets human rights and rule of law 

requirements should be a strategic priority. 

Relevant authorities should consider the following actions: 

? Further improve procedural law provisions to secure electronic evidence by law enforcement. 

This should include laws and implementing regulations on the use of the expedited preservation 

provisions of the Budapest Convention (follow up to assessment by Cybercrime Convention 

Committee), but also other rules on access to data held by private sector entities. 

? Evaluate the effectiveness of legislation. The application in practice of legislation and 

regulations should be evaluated on a regular basis. Statistical data on cases investigated, 

prosecuted and adjudicated should be maintained and the procedures 

applied should be documented. 

? Ensure that law enforcement powers are subject to conditions and safeguards in line with 

Article 15 Budapest Convention. This should include judicial oversight of intrusive powers but 

also respect of principles of proportionality and necessity. 

? Strengthen data protection legislation in line with international and European standards. 

Governments are encouraged to ensure that their national data protection legislation complies 

with the principles of the Council of Europe’s data protection convention ETS 108 and to 

participate in the Convention’s current modernisation process. The same applies to the future 

data protection standards of the European Union. This will facilitate the transborder sharing of 

data also for law enforcement purposes. 

? Complete legislation and take preventive and protective measures on the protection of children 

against online sexual violence. While many provisions of the Lanzarote Convention have been 

implemented, in some States or areas issues such as “possession of child pornography”, 

“knowingly obtaining access” and “grooming” still need to be addressed. 
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? Adapt legislation on financial investigation, the confiscation of crime proceeds and on money 

laundering and the financing of terrorism to the online environment. Rules and regulations 

should in particular allow for swift domestic and international information exchange. 

 

1 See for example Council of Europe Convention for the Protection of Individuals with regard to 

Automatic Processing of Personal Data (ETS 108), the “Lanzarote Convention” on the Sexual 

Exploitation and Sexual Abuse of Children (CETS 201), Convention on the Laundering, Search, 

Seizure and Confiscation of Proceeds from Crime and the Financing of Terrorism (CETS 198).  

Declaration on strategic priorities for cybercrime 

 

7 

3. Strategic priority: Specialised cybercrime units 

Cybercrime and electronic evidence require a specialised response by criminal justice 

authorities.Law enforcement authorities and prosecution services need to be able to investigate 

and prosecute offences against computer data and systems, offences by means of computers as 

well as electronic evidence in relation to any crime. In all States participating in the 

CyberCrime@EAP project, the creation or strengthening of police-type cybercrime units is in 

progress and the specialisation of prosecutors is under consideration in some. This process 

should be pursued. It is essential to understand that technology changes day by day and that the 

workload of cybercrime and forensic units is increasing constantly. The resourcing (staff, 

equipment, software) and maintenance of specialised skills and the adaptation of such units to 

emerging requirements is a continued challenge. 

The continued strengthening of specialised cybercrime units should be strategic priority. 

Relevant authorities should consider the following actions: 

? Establish – where this has not yet been done – specialised cybercrime units 

within the criminal police. The exact set up and functions should be the result of a careful 

analysis of needs and be based on law. 

? Enhance the specialisation of prosecutors. Consider the establishment of specialised 

prosecution units or, alternatively, of a group of specialised prosecutors to guide or assist other 

prosecutors in cases involving cybercrime and electronic evidence. 

? Review the functions and resourcing of specialised units on a regular basis. This should allow 

to adjustments and thus to meet new challenges and increasing demands. 

? Facilitate cooperation and exchange of good practices between specialised units at regional and 

international levels. 

? Improve procedures for cybercrime investigations and the handling of electronic evidence. 

Examine and consider implementation of national and international standards and good practices 

in this respect. Consider making use of the 

Guide on Electronic Evidence developed under the CyberCrime@IPA project in cooperation 

with experts of the Eastern Partnership region. 

Declaration on strategic priorities for cybercrime 
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4. Strategic priority: Law enforcement training 

Law enforcement authorities need to be able not only to investigate offences against and by 

means of computer systems but also deal with electronic evidence in relation to any type of 

crime. With the exponential growth in the use of information technologies by society, law 

enforcement 

challenges have increased equally. All law enforcement officers – from first responders to highly 

specialised computer forensic investigators – need to be enabled to deal with cybercrime and 

electronic evidence at their respective levels. Elements of law enforcement training strategies 

have been identified, but consistent training strategies have not yet been adopted. 

The preparation and implementation of sustainable training strategies to train law enforcement 

officers at the appropriate level should be a strategic priority. 

Relevant authorities should consider the following actions: 

? Implementation of a domestic law enforcement training strategy. The objective should be to 

ensure that law enforcement agencies have the skills and competencies necessary to investigate 

cybercrime, secure electronic evidence, carry out computer forensic analysis for criminal 

proceedings, assist other agencies and contribute to network security. Investment in such training 

is justified given the reliance of society on information technologies and associated risks. 

? Include rules and protocols on the handling of electronic evidence in all levels of national 

training. It is important to recognise that electronic evidence impacts on all criminal activities 

and training in recognising and dealing with electronic evidence is 

needed by all law enforcement operatives and not only those in specialised units. This training 

could be based on the Guide on Electronic Evidence developed under the CyberCrime@IPA 

project. 

? Consider the introduction of individual training plans for specialist investigators. The changes 

in technology and the manner in which criminal abuse that technology mean that there is a need 

for an appropriate number of highly trained personnel that are competent and able to conduct 

investigations and or digital evidence examinations at the highest level. It will also enhance their 

status within the criminal justice system. 

? Consider the implementation of procedures to ensure best value for the investment in 

cybercrime training. Cybercrime and computer forensics training is very expensive. In order to 

ensure that an adequate return is received for the investment, States should ensure that staff are 

appointed to and remain in posts that reflect the level of knowledge and skills they have. To this 

end, training and human resource strategies need to be complimentary. 

Declaration on strategic priorities for cybercrime 
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5. Strategic priority: Judicial training 
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As – in addition to offences against and by means of computers – an increasing number of other 

types of offences involve evidence on computer systems or other storage devices, eventually all 

judges and prosecutors need to be prepared to deal with electronic evidence. A clear need for 

systematic and sustainable training for judges and prosecutors has been identified in all States 

participating in the CyberCrime@EAP project. 

Enabling all judges and prosecutors to prosecute and adjudicate cybercrime and make use of 

electronic evidence in criminal proceedings should remain a strategic priority. 

Relevant authorities should consider the following actions: 

? Adapt existing training materials and train trainers. Training concepts and materials have 

already been developed by the Council of Europe and could be adapted to the needs of domestic 

training institutions. Trainers should be trained in the delivery of the materials. 

? Mainstream judicial training on cybercrime and electronic evidence. Domestic institutions for 

the training of judges and prosecutors should integrate basic and advanced training modules on 

cybercrime and electronic evidence in their regular 

training curricula for initial and in-service training. 

? Introduce measures to ensure that judicial training on cybercrime and electronic evidence is 

compulsory. It has been apparent during the project that training for judges and prosecutors is 

voluntary in most project areas. This led to many 

instances where participants only attended training for very short periods of courses and did not 

benefit fully from the training that was delivered. 

? Introduce training records for individual judges and prosecutors. In order to ensure that best use 

is made of the training delivered to judges and prosecutors, it is advisable that a record is kept of 

all training received by individuals so as to inform requirements for further specialised training 

and to ensure the right people are trained 

and their skills utilised appropriately. 

Declaration on strategic priorities for cybercrime 
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6. Strategic priority: Financial investigations and prevention and control of fraud and money 

laundering on the Internet 

Most crime involving the Internet and other information technologies is aimed at generating 

economic profit through different types of fraud and other forms of economic and serious crime. 

Large amounts of crime proceeds are thus generated and are circulating on the Internet. 

Therefore, financial investigations targeting the search, seizure and confiscation of crime 

proceeds and measures for the prevention of fraud and for the prevention and control of money 

laundering on the Internet should become a strategic priority. 

Governments should consider the following actions: 

? Establish an online platform for public reporting on fraud on the Internet and on cybercrime in 

general. The use of standardised reporting templates will allow for a better analysis of threats and 
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trends, of criminal operations and organisations, and of patterns of money flows and money 

laundering. This will facilitate measures by criminal 

justice authorities and financial intelligence units to prosecute offenders and to seize and 

confiscate crime proceeds. The platform should also serve preventive functions (public 

awareness and education, threat alerts, tools and advice). The more domestic platforms are 

harmonised with those of other States, the easier it will facilitate regional and 

international analyses and action. 

? Promote pro-active parallel financial investigations when investigating cybercrime or offences 

involving information technologies/the Internet. This requires increased interagency cooperation 

between authorities responsible for cybercrime and for financial investigations as well as 

financial intelligence units. Joint training may facilitate such interagency cooperation. 

? Create trusted fora (domestic and regional) for public/private information sharing on cyber 

threats regarding the financial sector. Domestic fora should be available to key stakeholders 

(such as financial sector representatives, Internet service providers, cybercrime units, financial 

intelligence units, Computer Security Incident Response Teams). Their purpose is to identify 

threats, trends, tools and solutions to protect the financial sector against cybercrime. The regional 

forum should consist of the fora established at domestic levels. 

? Establish the legal framework for the seizure and confiscation of crime proceeds and digital 

assets as well as for the prevention of money laundering on the Internet. This should include 

digital assets, such as e-money and virtual currencies. 

Rules, regulations and procedures for anti-money laundering should also apply to 

Internet-based payment systems. 

? Exploit opportunities for more efficient international cooperation. Linking antimoney 

laundering measures and financial investigations with cybercrime investigations and computer 

forensics offers added possibilities for international cooperation. 

Governments should make use of the opportunities available under the Budapest Convention on 

Cybercrime, the Convention on the Laundering, Search, Seizure and Confiscation of Proceeds 

from Crime and the Financing of Terrorism (CETS 198) of the Council of Europe and the 

revised 40 Recommendations of the Financial Action Task Force (FATF). Consideration should 

furthermore be given to the findings of the MONEYVAL typology study on criminal money 

flows on the Internet of March  

 

11 

7. Strategic priority: Cooperation between law enforcement and 

Internet service providers 

Cooperation between law enforcement agencies and Internet service providers (ISPs) and other 

private sector entities is essential for protecting the rights of Internet users and for protecting 

them against crime. Effective investigations of cybercrime are often not possible without the 

cooperation of ISPs. However, such cooperation needs to take into account the different roles of 

law enforcement and of ISPs as well as the privacy rights of users. Enhanced law 
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enforcement/ISP cooperation and public/private sharing of information in line with data 

protection regulations should become a strategic priority. 

Governments should consider the following actions: 

? Establish clear rules and procedures at the domestic level for law enforcement access to data 

held by ISPs and other private sector entities in line with data protection regulations. A clear 

legal basis in line with the procedural law provisions and the safeguards and conditions of the 

Budapest Convention on Cybercrime will help meet 

human rights and rule of law requirements. Guidelines3 adopted at the Octopus Conference of 

the Council of Europe in 2008 may help law enforcement and ISPs organise and structure their 

cooperation. Governments should facilitate the use of the expedited preservation provisions 

(Articles 16, 17, 29 and 30) of the Budapest Convention taking into account the results of the 

assessments by the Cybercrime Convention Committee.4 

? Foster a culture of cooperation between law enforcement and ISPs. Memoranda of 

understanding between law enforcement and Internet Service Providers are a fundamental tool in 

this respect. Regional coordination of such MOUs would facilitate the ability of law enforcement 

authorities to conduct investigations across regional borders, with the knowledge that 

comparable standards have been adopted in other States. 

MOUs combined with clear rules and procedures may also facilitate the cooperation with multi-

national ISPs and other private sector entities including in the disclosure of data stored in foreign 

jurisdiction or on cloud servers that are managed by these ISPs. 

? Facilitate private/public information sharing across borders. Private sector 

entities hold large amounts of data on cybersecurity incidents. The transborder sharing of such 

data would help improve the security of the information infrastructure as well as 

investigate offenders. Governments should consider legislation and the conclusion of agreements 

allowing for private/public information sharing and encourage the 

development of guidelines to facilitate the sharing of information intra- and transborder, 

including procedural, technical, legal and data protection safeguards. 

 

8. Strategic priority: More efficient regional and international 

cooperation 

Cybercrime and electronic evidence are transnational by nature, thus requiring efficient 

international cooperation. Immediate action is required to secure electronic evidence in foreign 

jurisdictions and to obtain the disclosure of such evidence. However, the inefficiency of 

international cooperation, in particular of mutual legal assistance, is still considered among the 

main obstacles preventing effective action against cybercrime. 

Rendering international cooperation on cybercrime and electronic evidence more efficient should 

be a strategic priority. 

Governments should consider the following actions: 

? Exploit the possibilities of the Budapest Convention on Cybercrime and other bilateral, 

regional and international agreements on cooperation in criminal 
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matters. This includes making full use of Articles 23 to 35 of the Budapest Convention in 

relation to police-to-police and judicial cooperation, including legislative adjustments 

and improved procedures. Governments (parties and observers to the Convention) should fully 

participate in the 2013 assessment of the international cooperation 

provisions of the Budapest Convention that is being undertaken by the Cybercrime Convention 

Committee (T-CY) and any follow up resulting from this assessment. They 

should follow up to the T-CY assessment of 2012 and promote the use of Articles 29 and 30 of 

the Budapest Convention regarding international preservation requests. 

? Provide for training and sharing of good practices. Authorities for police and judicial 

cooperation should engage in domestic, regional and international training and the sharing of 

good practices. This should facilitate cooperation based on trust. 

? Evaluate the effectiveness of international cooperation. Ministries of Justice and of Interior and 

Prosecution Services should collect statistical data on international cooperation requests 

regarding cybercrime and electronic evidence, including the type of assistance requests, the 

timeliness of responses and the procedures used. This should help identify good practices and 

remove obstacles to cooperation. They may engage with regional partners in an analysis of the 

issues adversely affecting international cooperation. 

? Strengthen the effectiveness of 24/7 points of contact. Such contact points have been 

established in all States in line with Article 35 Budapest Convention, but their role needs to be 

enhanced and they may need to become more pro-active and fully functional. 

? Compile statistics on and review the effectiveness of 24/7 contact points and other forms of 

international cooperation on a regular basis. 
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